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NDU - IT FACILITIES AND SECURITY POLICY

PART-I

NDU - IT INFRASTRUCTURE / FACILITIES

1.
General. 
NDU Cptr Br provides the IT facilities to all the members / participants in offices / residences. All the offices / residential blocks are connected to the ISP Room through fiber optics for availability of high speed internet and other services. NDU Cptr Br upgrades IT facilities time to time as per the requirements.
2.
University Website.
NDU Web Site is functional. It can be accessed at internet address: www.NDU.edu.pk.

3.
College Internet/LAN Facility. NDU is providing an internet service with a fiber based block to block network. All officers residing at NDU campus can get their computer connected with home LAN in order to get 24 hrs Internet Services.

4.
Hardware/Software requirement of a PC on LAN

a.
Hardware Requirement
(1)
Processor

P-III minimum
(2)
RAM


128MB minimum

(3)
Hard Disk

10 GB minimum

(4)
LAN Card

10/100 Mbps/PCI

b.
Software Requirement
(1)
Only computer system having Window XP with SP2 are permitted for connectivity on
LAN.

(2)
No computer with dual operating systems is permitted on LAN.

(3)
No computer with server operating systems and running server services is permitted on LAN.

(4)
Norton antivirus corporate managed edition must be installed and configured. Virus definition will be automatically updated. User should not disable antivirus software for better protection.
(5)
Windows firewall protection must be enabled, to see your firewall settings, select windows firewall in control panel.

(6)
Automatic windows update option in the taskbar must be disabled as it consumes too much bandwidth. Critical update for windows xp must be downloaded manually from http://update.microsoft.com.
5.
Configuration Instructions. 
NDU had adopted a policy of ZEN (Zero effort networks). ZEN is adopted by some of the largest computer networks in world such as US DDN (US Defense Data Network), HP Info Net, IBM Intelli-Network & Microsoft Network MSN. In such network environments one had to do very less efforts in order to connect its own PC on the network. NDU had heavily invested in automating IT infrastructure to facilitate users. Following are the precautions that a user has to adopt for network connectivity:-
a.
 Office Network.
(1)
All Office computers shall be attached to a domain (NDU) by a computer branch operator. Before attaching a computer the computer must be named to a designation of a user, as GSO-2 computers computer name shall be (Wing designation-branch) “HQ-G2-CPTR” or GSO-l computers name shall be “HQ-GI-CPTR” etc.

(2)
Every office user has his designation as a login name to get access on NDU domain.
(3)
Internet is available to all officers, all conference rooms, auditorium, FCH, Library Internet terminals for members & library search terminals and Guest House. Other staff is entitled to use internet after permission granted by GSO-l Computers.

(4)
Printer sharing & file sharing is allowed on NDU office network on user to user basis on when & where required basis.

b.
Home Network
(1)
Printer & file sharing is not allowed on home network due to security reasons, because of nature of this organization & type of work in which the user is involved.

(2)
Accessing the computer of other users in the network is not permitted. Since it is a privacy and security violation.
(3)
Playing Network games is not permitted. 
(4)
Visiting pornographic web sites and downloading of inappropriate materials is forbidden. 

6.
 Procedure for getting LAN connection
a.
 All computers including personal computers will be deposited with computer branch on a work order/ deposit slip. Users to fill all the details on work order personally including specification of system and problem being faced by the user.

b.
Computer / Tech operator will check that Hardware / Software requirement.

c.
Latest Window XP version with updates will be installed.

d.
All users are expected:​-
(1)
Their computers have the requisite Hardware.

(2)
In case of any Hardware deficiency user may get requisite hardware at own cost from market or request NDU vendor.

(3)
Computers users to send their computers to repair shop if needed. 

(4)
All officers to collect / deposit their
computers on own arrangement before 03:00 PM. No carrying facility is available with computer repair shop.
(5)
Users are expected to always demand a receipt in case they pay any cash to Computer repair shop.

(6)
Only one Internet connection is authorized to each user at study room.

(7)
All users to place their computer in the room where connection has already been provided. It is impossible for NDU to carryout fresh networking although lengthy network patch cord can be provided on demand.
(8)
Network cable for connectivity between LAN connection and computer is charged at the rate of Rs. 100/- per 10 feet.

(9)
Computer Branch will paste a sticker on each computer with its details such as IP address etc. Users are requested not to remove this sticker during their stay at NDU.

7. 
ISP for Internet Service. 
Computer branch has established an independent ISP room where computer operator is available 24 hours to attend your complaints. ISP operator is only to provide guidance on telephone. He is not permitted to leave his place of duty to attend any complaint at any home. Telephone numbers are:-
· PASCOM
-
2020
· Alcatel
-
2020

8.
 Internet Service Charges.
 Presently Rs. 350/- per month are being deducted from all users through their mess bill for Internet service charges. 
9.
Computer Repair Facility. Following repair facilities are available at computer Repair Shop:-
a.
Diagnostics of the software.

b.
Installation of standard software (Windows XP, Office XP, Antivirus Software).

c.
Installation of drivers (Main-Board, Sound, VGA, Modem cards & CD-Rom etc.)

d.
Diagnosing the hardware problem of CPU & replacement of parts.

e.
Assembling of computers.

f.
Repair of printers to a limited extent.
g.
Repair of monitors to a limited extent.

h.
Repair of mouse & keyboard.

PART-II
USAGE AND SECURITY POLICY

10.
User Guideline I Security Instructions
a.
Use of Internet in the Offices:​-
(1)
Laptop being used in the offices should not be connected with the internet.

(2)
Free software and utilities downloaded from the Internet are not allowed on the office computers & if one such tool or utility is required to complete a task, computer technician may be asked to advice. Screen savers, desktop companions, desktop add-on and active wall papers are not allowed on office computers. Users are also advised to avoid such things on their home computer as well, as 90% of spy-wares, virus attacks are tied with commercial helper applications add’s. These are also not suitable to our cultural & social norms. Besides, these disguised software’s attack our PC & steel our private information, make our system slow for routine work & act as a zombie to full-fill hacker’s objective.
(3)
Any material, such as MP3, MPEG EXE,  SCR or MSI files downloaded from the Internet must be scanned for viruses or malicious software (spy  ware, add ware, key logger & viruses etc).

(4)
Regular scanning of computers to detect and remove any Spy ware or Peer-to-Peer File sharing utilities must be carried out.

(5)
Keep password secure and do not share accounts. Users are responsible for security of their passwords accounts. Passwords should be at least 7 digits / letters.
(6)
Visiting pornographic web sites and downloading of inappropriate materials is forbidden. Such activity will be monitored by the Network Administrator.
(7)
Personal computers & personal laptops on office network are not allowed.
(8)
Making fraudulent offer of products, items or services originating from NDU LAN is prohibited.
(9)
Interfering with or denying service to another user or any such attempt is prohibited.
b.
Use of Internet at Homes
(1)
Operating system of personal computers being connected to the Internet must be regularly patched and updated. Similarly, updates for Internet Explorer and Microsoft Office related products http://windowsupdate.microsoft.com/ could be downloaded.

(2)
Home computers should neither be used for official work nor any official data be stored on them.

(3)
If any official work is required to be done on home computers due to some exigency, then the same should be saved on a USB instead of the hard disk, after disconnecting the same from internet.

(4)
SECURITY OF DATA ON PERSONNEL COMPUTER IS THE RESPONSIBILITY OF USER. NO COMPUTER CONTAINING CLASSIFIED INFO IS EVER TO BE CONNECTED ON HOME LAN FOR INTERNET SERVICES.
(5)
Please exercise extreme caution when opening e-mail attachments received from un-known senders which may contains viruses, e-mail bombs or Trojans. Delete these without opening / reading it.
c.
Internet Usage Tendencies to be Restrained. Following dangerous tendencies are to be curbed by all users particularly by their kids:-​

(1)
Disabling of Antivirus. 
It has been observed during last one year that few users disable their antivirus to increase computing response. This act has little affect i.e. 10-15% on computing power of processor but on other hand; it makes the user as well as the entire network vulnerable to many hazards.

(2)
Downloading of Free Attractive Software. Various types of software’s are available on the web for free. Users are strictly advised that use of such software’s is strictly prohibited in NDU, apart from which it is explicitly used in a specialized environment. NDU has a standard policy of installation of following software’s i.e. Windows XP with SP2, Microsoft Office XP, and Symantec Norton Anti virus. NDU has a licensing subscription for these three software’s in bulk. All other specialized software’s are licensed explicitly for limited use only in specific areas. There are any lucrative offer of free software i.e., audio, video, trade and business offers to attract the users. These 
offers carry viruses, worms and Trojans etc. Just a single click on such offer may results into infecting a personal computer which subsequently generate heavy traffic outward thus making network failure.

(3)
Checking of suspicious I unknown E-Mails.    Users may not open any suspicious e-mail that is attracting their attention by subjects of various
 marketing incentives etc such as, lottery winning notice, transfer of funds, credit approval, easy home loans, free air tickets, screen savers, & other adult oriented contents. It is observed that most of these e-mails contain virus infected files as attachments, and if you try to open it, your computer may be infected by virus. Types of such attachments are files with zip, exe, scr, pif, bat, htt, vbs & com extensions. In case the user is suspicious about any mail they are advised to consult IT support staff for further guidance or simply delete the said e-mail.
(4)
Internet Surfing. 
 Users are advised that during their quest for searching certain information on web, they should not accept  any plug-ins that are not known and not to install any active-X control that is not trusted except Yahoo, MSN, CNN, DAWN, BBC, PTV, Pakistan government portal etc. 

(5)
Time to time various security bulletins are issued by software vendors about bugs in their software. These bulletins contain the bug fixes & methods to patch infected buggy software. Users are advised to subscribe to such bulletins in order to up-date them selves as soon as bugs are discovered & fixes are released to patch the software.

d.
Blocking of Internet Services. In case an infected system is generating outbound traffic or denying services to other and user fails to send its system to computer repair shop, the ISP staff shall block service to that particular user. To avoid this users are requested:​-
(1)
Never to disable the antivirus and always keep its virus definition updated.

(2)
Exercise strict control on downloading / clicking of free offers and opening of unwanted fun-invited e-mails by users itself, especially children.

(3)
Once your PC is infected, please send it immediately to computer repair shop.

e.
Best Practices for E-Mails. During the e-mail, to avoid being victimized by phishing scams, below are several useful tips. A phishing scam is an identity theft scam that arrives via email. The email appears to come from a legitimate source such as a trusted business or financial institution, and includes an urgent request for personal information usually invoking some critical need to update an account immediately. Clicking on a link provided in the email leads to an official-looking website. Personal information provided to this site, however, goes directly to the scam artist.
(1)
Do not respond to emails asking for personal or financial information. Legitimate companies will never ask you to or provide any confidential information in an unsolicited email.

(2)
Be cautious when clicking on links with in a suspicious email.  Most phishing emails contain a link that leads to an official-looking web page which requires the recipient to log in or enter some personal information. Though the web page may contain official logos and look exactly the same as the legitimate company’s web site, any information submitted via these spoofed web pages will be sent to the perpetrators of the scam. If you have any doubt regarding the authenticity of a web site you have been directed to in an email, we strongly recommend that you open a new browser and type the known URL of the company in the browser yourself, or call the company directly via telephone.

(3)
Never log in or enter private information in a pop-up window. Clicking on links within phishing emails may direct your browser to a legitimate web site while, at the same time, opening another pop-up window wherein you are asked to enter your information. This makes it appear like the pop-up window is part of the legitimate site when, in reality, it is not.

(4)
Be alert for suspicious emails. We encourage you to check your Bulk Mail folder periodically for legitimate email and, as always, practice caution when dealing with questionable or suspicious emails.

11.
Recommendations Regarding Security of Classified Data.
   Security remains the primary responsibility of concerned user. Following is recommended for better security of classified data in order of priority:​-
a.
Users must have separate PCs for internet and classified data.

b.
Never store classified data on hard disk of PC being used for internet. Data may be stored on USB/Writable CD.

c.
In case of use of internet PC for assignment / official work, its internet connection must be removed. After completion of work, it may be saved on USB and also ensure that it is deleted from hard disk including Recycle Bin.

d.
If data is more than USB capacity, user may get it burned on CD form Computer Branch or concerned wings.

12.
Contact.
In case of any complaint/suggestion please contact:-
	
	· GSO-l (Computers)
	(Off) 5108 (Alcatel)

	
	· GSO-2 (Computers)
	(Off) 5106 (Alcatel)

	
	· ISP Room
	PASCOM
2020

ALCATEL
2020

	
	· Computer Repair Shop
	PASCOM
5172

ALCATEL
5172

	
	· Computer Lab
	PASCOM
5110
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